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QC vs. PQC ©) NTT

Quantum Computers: Countermeasures:

* Google: 53 (2019)=100k (2029) 1. Looooooooooong RSA/DL

« IBM: 127 (2022)=4158 (2025) 2. Quantum Cryptography (e.g., QKD)
« USTC: 76 (2020) 3. Post-Quantum Cryptography (PQC)

[Sho94] QC solves factoring/DL easily

[GE21] ERR 1073, Tms/1cycle
20Mqubits QC solves RSA2048 in 8h.
—Consider quantum &'

cf. https://en.wikipedia.org/wiki/List of quantum processors
[Sho94] Shor (FOCS 1994)
[GE21] Gidney, Ekera (Quantum 2021)
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https://en.wikipedia.org/wiki/List_of_quantum_processors

NIST PQC Round 3 (2020-07-22—)

4 Finalists: KEM 3 Finalists: Sig
Classic McEliece (code) CRYSTALS-Dilithium (lattice)
CRYSTALS-Kyber (lattice) Falcon (lattice)

NTRU (lattice) Rainbow (MQ)

SABER (lattice)

5 Alternates: KEM 3 Alternates: Sig
BIKE (code) GeMSS (MQ)

FrodoKEM (lattice) Picnic (ZK)

HQC (code) SPHINCS+ (Hash)

NTRU Prime (lattice)
SIKE (isogeny)

Copyright 2022 NTT CORPORATION



Announced Result (22/07/05) (©) NTT

4 Finalists: KEM

Classic McEliece (code)
¥ CRYSTALS-Kyber (lattice)

NFRU-Hattice)
SABER {lattice)
5 Alternates: KEM

BIKE (code)
ErodokEM dattice)
HQC (code)

NTRUL P lattice
@ SIKE (isogeny)

Copyright 2022 NTT CORPORATION

3 Finalists: Sig

¥ CRYSTALS-Dilithium (lattice)
¥ Falcon (lattice)

Rairbow-(MQ)

3 Alternates: Sig

GeMSS (MQ)
Picnic(ZK
¥ SPHINCS+ (Hash)

@ 2022/07/30: Castryck & Decru https://ia.cr/2022/975
See https://issikebrokenyet.github.io/



https://ia.cr/2022/975
https://issikebrokenyet.github.io/

IND/Anonymity of NIST PQC KEMs
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Indistinguishability of KEM (©) NTT

Indistinguishability (IND):

%)i real or random? ")

dh
(pk,sk)—Gen(1¥)
pk
b—{0,1}
ct®, Kp* (ct*, Ko*)—Encaps(pk)
K*<U
ct#ct*
v - ﬁ K—Decaps(sk,ct)
b’ K/L

Copyright 2022 NTT CORPORATION

Standard Security Notion
IND-CPA: one-time use
IND-CCA: multi-time use

ct could leak pk

breaks receiver’s privacy



Anonymity of KEM

Anonymity (ANO):
4 pk, or pk,? 2

< (pko,sko) —Gen(1¥)
< b{0,1}
ct*, K* (ct*, K*)—Encaps(pk,)
ct#ct*
v < - ﬁ K—Decaps(sk,ct)
b’ K/L

Copyright 2022 NTT CORPORATION

©) ntT

Applications:
* Anonymous credential
* Auction

* Anonymous AKE, etc

Pseudorandomness implies ANO



Review of [GMP22]: ANO in QROM (©) NTT

NAME KEM 4l  Show anonymity of FO*
IND ANO CF ANO
Classic McEliece Y ? N ? PrObIemS:
Kyber ? ? Y ? 1. Hard to simul. two dec. oracles
? ? ?
S A ) ) « CME: not collision-free
Saber ? ? Y ?
FrodoKEM y v v v * NTRU: SXY uses H(m)

(+Kyber'&Saber’) 2. Need to avoid tweaks

SPR=Strong Pseudorandomness, ANO=Anonymity ) ) ) )
CF=Collision Freeness, (against CCA)  Kyber/Saber: ‘pre-key’ and 'nest

[GMP22] Grubbs, Maram, Paterson (EUROCRYPT 2022)
Copyright 2022 NTT CORPORATION



[Xag22]: ANO in QROM ©) NTT

NAME KEM PKE NAME KEM
IND ANO CF ANO IND ANO CF

Classic McEliece Y Y N Y BIKE Y Y Y Y
Kyber ? ? Y ? HQC-196 Y Y Y Y
NTRU Y Y Y Y HQC-128/256 Y N Y N
Saber ? ? Y ? sntrupr ? ? ? ?
FrodoKEM Y Y Y Y ntrulpr Y Y Y Y
(+Kyber'&Saber’) SIKE v Y Y Y

SPR=Strong Pseudorandomness, ANO=Anonymity
CF=Collision Freeness, (against CCA)

® Use pseudorandomness to show anonymity

— no need to simulate two dec. oracles.

[Xag22] Xagawa (EUROCRYPT 2022)
Copyright 2022 NTT CORPORATION



[MX22]: ANO in QROM

©) ntT

NAME KEM PKE NAME KEM PKE
IND ANO CF ANO IND ANO CF ANO
Classic McEliece Y Y N Y BIKE Y Y Y Y
Kyber Y Y Y Y HQC-196 Y Y Y Y
NTRU Y Y Y Y HQC-128/256 Y N Y N
Saber Y Y Y Y sntrupr ? ? ? ?
FrodoKEM Y Y Y Y ntrulpr Y Y Y Y
(+Kyber'&Saber’) SIKE v y Y y

SPR=Strong Pseudorandomness, ANO=Anonymity
CF=Collision Freeness, (against CCA)

[MX22] Maram & Xagawa (Unpublished 2022, Informally CSS 2022 in Japanese)
Copyright 2022 NTT CORPORATION



Example: HQC

Copyright 2022 NTT CORPORATION
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HQC (rough desc.)

HQC:
R = Fplx]/(x" = 1)
e Sy,={a€R:HW(a) =w}

KeyGen—pk = (hgy, hy)
hO <~ R

h, = x+ hgy, (x,y) « S, XS,

Encaps—ct = (u,v)

* u=f+het (f,t) «S, XS, ..

Copyright 2022 NTT CORPORATION
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HQC (rough desc.)

HQC:
* R=Flx]/(x" - 1)
e Sy,={a€R:HW(a) =w}
* KeyGen—-pk = (hy, hy)
ho < R
* hy=x+hyy, (x,y) « S, XS,

* Encaps—ct = (u,v)

* u=f+hgt (f,t) «S, XS, ..

Copyright 2022 NTT CORPORATION

Parity of u = u(1):
u(1) = f(1) + ho(1) (1)
= W,(l + ho(l))

params.
HQC-128
HQC-196
HQC-256

r w w’ u(1)
17669 66 75 1+h,(1)
35851 100 114 0

57637 131 149 1+ h,(1)

| can break

SPR/ANO of HQC-128/256

13



Example: Kyber

Copyright 2022 NTT CORPORATION
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Kyber’s Security

Lattice-based KEM upon the MLWE assumption
* Using FO#,

* Under MLWE and PRF,

 Thm.1: CPAPKE is IND-CPA in ROM

 Thm.2: CCAKEM is IND-CCA in ROM
 Thm.3: CCAKEM is IND-CCA in QROM

Copyright 2022 NTT CORPORATION



Thm.3 ©) NTT

4.3.2 Non-tight reduction from MLWE in the QROM

As for security in the quantum random oracle model (QROM), [55, 97] proved that KYBER.CCAKEM is IND-
CCA2 secure in the QROM, provided that KYBER.CPAPKE is IND-CPA secure. A slightly tighter reduction
can be obtained by requiring the base scheme KYBER.CPAPKE to be pseudo-random. Pseudo-randomness
[97] requires that, for every message m, a (randomly generated) ciphertext (c1, c2) < KYBER.CPAPKE.Enc(pk, m)
is computationally indistinguishable from a random ciphertext of the form (Compress, (u, d.), Compress, (v, d)),
for uniform (u,v). (We also require the property of “statistical disjointness” [97| which is trivially fulfilled for
KYBER.CPAPKE.) The proof of KYBER.CPAPKE’s IND-CPA security indeed shows that KYBER.CPAPKE is
tightly pseudo-random under the Module-LWE hardness assumption.

Theorem 3. Suppose XOF, H, and G are random oracles. For any quantum adversary A that makes at
most qro many queries to quantum random oracles XOF, H and G, there exist quantum adversaries B and
C of roughly the same running time as that of A such that

1 -f
Adviyger.ceakem(A) < 44ro - \/ Advy T, (B) + Advige(C) + 8q700.
Unfortunately, the above security bound is non-tight and therefore can only serve as an asymptotic
indication of KYBER.CCAKEM’s CCA-security in the quantum random oracle model.

[55=HHK17] Hofheinz, Hévelmanns, Kiltz (TCC 2017)
Copyright 2022 NTT CORPORATION [97=SXY18] Saito, Xagawa, Yamakawa (EUROCRYPT 2018)



FO_ (implicit rejection) (©) NTT

Encaps(pk): Decaps(sk, c):
1. m«<{0,1}" 1. m’'—Dec(sk, c)
2. c—Enc(pk, m; G,(m)) 2. k'<H/(m")
3. keHg(m) 3. if Enc(pk, m’; G,(m") = ¢
4. returnc &k 4. then return k'
5. else return H'(s, c) //PRF

What Kyber says: Let F(m):=Enc(pk, m; G,(m))
1. F(m) is pseudorandom (adaption of IND-CPA of CPAPKE) and sparse
2. [SXY18] FO in IND-CCA in QROM if F is pseudorandom and sparse

Copyright 2022 NTT CORPORATION 17



protoSaber: tweaked FO (©) NTT

Encaps(pk): Decaps(sk, c):

1. m«<{0,1}" 1. m’'—Dec(sk, c)

2. c—Enc(pk, m; G,(m)) 2. k'<H/(m")

3. keHg(m) 3. if Enc(pk, m’; G,(m") = ¢
4. K~H’(k, ) 4. then return H'(k’, c)

5. returnc & K 5. else return H'(s, c)

[GMP22] IND-CCA in QROM a la QFO in [TCC:HHK19]
® k=H,(m) is length preserving — Guess m from k

Copyright 2022 NTT CORPORATION 18



Kyber: tweaked FO

Encaps(pk):

m<{0,1}", m—H(m)
c—Enc(pk, m; G,(m))
k—H,(m)

K—H’(k, H(c))

return ¢ & K

S NICER SR

Decaps(sk, c):

m’'—Dec(sk, ¢)
k'=H,(m’)

if Enc(pk, m’; G.(m")) = ¢
then return H'(k’, H(c))

else return H'(s, H(c))

ok W=

> Omit H(pk) / prefix(pk) from G, and H,

Copyright 2022 NTT CORPORATION



Problem on tweaked FO (©) NTT

« [GMP22] pointed out the lack of IND-CCA proof in QROM

Y FO,,

7 protoSaber: K=H'(k, ¢) w/ k = H,(m)

??7? Kyber/Saber: K=H'(k, H(c)) w/ k = H,(m)

K=H'(k, H(c)) is problematic!

[Schwabe?2?2] asking “to hash or not to hash”

([MX22] “m«{0,1}", m«—H(m)" is easy to handle using OW2H)

« [Benstein22] may ok using Zhandry's quantum indifferentiability

[Schwabe22] https://groups.google.com/a/list.nist.gov/g/pgc-forum/c/COD3W1KoINY
[Bersterin22] https://groups.google.com/a/list.nist.gov/g/pgc-forum/c/8k3MhD 5stk/m/TWGKtul4BgA)
Copyright 2022 NTT CORPORATION 20



https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/C0D3W1KoINY
https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/8k3MhD_5stk/m/TWGKtuL4BgAJ

[MX22] FO_' — tweaked FO

Copyright 2022 NTT CORPORATION

21



FO, !

* Assume IND-CCA of FO,*

Challenge:

1. m<{0,1}

2. c—Enc(pk, m; G,(m))
3. keH(m) or k<{0,1}

Copyright 2022 NTT CORPORATION

Decaps(sk, c):

1.
2.
3.

m’'—Dec(sk, ¢)
if Enc(pk, m’; G,(m")) = ¢
then k'=H, (m’) else k'=L

22



FO ' — tweaked FO

« Assume IND-CCA of FO, ! %)KyberA K

« Easy to reduce! =

Challenge: Decaps(sk,Kc):

1. m<{0,1}" 1. m'<Dec(sk, c)

2. c—Enc(pk, m; G,(m)) 2. 1f Enc(pk, m’; G,(m")) = ¢

3. keH(m) or k<{0,1} 3. thenk'=H,(m’) else k'=1

4. @K=H'(k, H(c)) 4. @K'=H'(k’, H(c)) or H'(s, H(c))

(=random if k is random)

Copyright 2022 NTT CORPORATION 23



Cons of “FO_ ' — tweaked FO” ©) NTT

1. Existing proofs are non-tight [C:zha19,AC:KKPP20,EC:DFMS22,AC:HovHuUIMaj22]

2. (Might) Hard to adapt to anonymity
1. There are no ANO proofs for FO_,*

Copyright 2022 NTT CORPORATION 24



[MX22] FO_ —tweaked FO

Copyright 2022 NTT CORPORATION
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tweaked FO (©) NTT

O - 7 [ T

1  Enc(pk,m; G,(m)) ke<H (m), K*<H'(k,H(c)) H'(k’, H(c)) H'(s, H(c))
2
3
4
5
6
7  Enc(pk,m; G,(m)) K*<{0,1}" H'(k’, H(c)) H'(s, H(c))

Copyright 2022 NTT CORPORATION 26



tweaked FO

O - 7 [ T

Enc(pk,m; G,(m)) ke<H,(m), K*~H'(k,H(c

_ k{0, 1}", K*—H'(k,H(c))
_ K*—{0,1}"

~N o ur MW DN

Enc(pk,m; G,(m)) K*<{0,1}"

Copyright 2022 NTT CORPORATION

H'(k', H(c))

H'(k’, H(c))

H'(s, H(c)
H"(H(c))
H'(Hq(H(c)), H(0)
H'(Hq(H(c)), H(0)
H"(H(c))

H'(s, H(c))

27



FO,.’

» Assume IND-CCA of FO,

* shown from IND-CCA of FO,,
Challenge:

1. m«{0,1}"

2. c—Enc(pk, m; G,(m))
3. keH(m) or k<{0,1}

Copyright 2022 NTT CORPORATION

Decaps(sk, c):

1. m'—Dec(sk, c)

2. 1f Enc(pk, m’; G,(m")) = ¢
3. then k'=H,(m’) else k'=H(H(c))

// instead of H'(s,c)

28



FO_' — G3 vs. G4 of tweaked FO (©) NTT

« Assume IND-CCA of FO, %)KyberA K

« Easy to reduce! =

Challenge: Decaps(sk,Kc):

1. m<{0,1}" 1. m'<Dec(sk, c)

2. c—Enc(pk, m; G,(m)) 2. 1f Enc(pk, m’; G,(m")) = ¢

3. keH(m) or k<{0,1} 3. thenk'«H,(m’) else k’<—Hq(H(c))
4. @K=H'(k, H(c)) 4. @K=H'(k’, H(c))

Copyright 2022 NTT CORPORATION 29



Summary of FO_ —tweaked FO ©) NTT

We have Adv,\p.ccaltWFO] < Advp.ccalFO,,] + negl.

Let €: Adv,\p.cpa[CPAPKE], &: correctness, n: injectivity
(For Kyber's n, see [DESS22])

o [JZCWM18]+: Adv,\p.ccalFO,,] £ O(gVe) + O(g20) + negl.
«  [BHHHP19]: Adviyp.ccalFO,] < O(gVe) + O(g25+n+qvn) + negl.
« [KSSSS20]: Adv\p.ccalFO,.] £ O(ge) + O(g?6+qn+qgvn) + negl.

[JZC+18] Jiang, Zhang, Chen, Wang, Ma (CRYPTO 2018)

[BHHHP19] Bindel, Hamburg, Hévelmanns, Hulsing, Persichetti (TCC 2019)

[KSS+20] Kuchta, Sakzad, Stehlé, Steinfeld, Sun (EUROCRYPT 2020)

[DESS22] Ding, Esgin, Sakzad, Steinfeld (ACISP 2022)

Copyright 2022 NTT CORPORATION 30



Application to Anonymity

Copyright 2022 NTT CORPORATION
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tweaked FO

O - 7 [ T

Enc(pk,m; G,(m)) ke<H,(m), K*~H'(k,H(c

_ k{0, 1}", K*—H'(k,H(c))
_ K*—{0,1}"

~N o ur MW DN

Enc(pk,m; G,(m)) K*<{0,1}"

Copyright 2022 NTT CORPORATION

H'(k', H(c))

H'(k’, H(c))

H'(s, H(c)
H"(H(c))
H'(Hq(H(c)), H(0)
H'(Hq(H(c)), H(0)
H"(H(c))

H'(s, H(c))

32



Pseudorandomness of tweaked FO

©) ntT

O - 7 [ T

Enc(pk,m; G,(m))

random

~N o ur MW DN

random

® For G3 vs. G4, use pseudorandomness of FO,

k—H(m), K*—H'(k,H(c

k—{0,1}", K*~H'(k,H(c))
K*<{0,1}"

K*<{0,1}"

H'(k', H(c))

H'(k’, H(c))

[Folklore]: Pseudorandomness 2> ANO

Copyright 2022 NTT CORPORATION

H'(s, H(c)
H"(H(c))
H'(Hq(H(c)), H(0)
H'(Hq(H(c)), H(0)
H"(H(c))

H'(s, H(c))

33



Summary of [MX22]

FO_‘l—-tweaked FO:

* Easy to show
* Non-tight
« Hard to adapt to ANO

Copyright 2022 NTT CORPORATION

FO _,—tweaked FO:

bit complex to show

Concrete and can be tight
[KSSSS20]

Enjoy pseudorandomness & ANO
[GMP22,Xag22] (non-tight)

34



Summary

Copyright 2022 NTT CORPORATION
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IND/ANO in QROM ©) NTT

NAME KEM PKE NAME KEM PKE
IND ANO CF ANO IND ANO CF ANO
Classic McEliece Y Y N Y BIKE Y Y Y Y
Kyber Y Y Y Y HQC-196 Y Y Y Y
NTRU Y Y Y Y HQC-128/256 Y N Y N
Saber Y Y Y Y sntrupr ? ? ? ?
FrodoKEM Y Y Y Y ntrulpr Y Y Y Y
(+Kyber'&Saber’) SIKE v y Y y

SPR=Strong Pseudorandomness, ANO=Anonymity
CF=Collision Freeness, (against CCA)

[MX22] Maram & Xagawa (Unpublished 2022)
Copyright 2022 NTT CORPORATION



