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Quantum Computers:

• Google: 53 (2019)⇒100k (2029)

• IBM: 127 (2022)⇒4158 (2025)

• USTC: 76 (2020)

[Sho94] QC solves factoring/DL easily

[GE21] ERR 10-3, 1ms/1cycle

20Mqubits QC solves RSA2048 in 8h.

→Consider quantum 👾!

Countermeasures:

1. Looooooooooong RSA/DL

2. Quantum Cryptography (e.g., QKD)

3. Post-Quantum Cryptography (PQC)

QC vs. PQC

cf. https://en.wikipedia.org/wiki/List_of_quantum_processors

[Sho94] Shor (FOCS 1994)

[GE21] Gidney, Ekerå (Quantum 2021)

https://en.wikipedia.org/wiki/List_of_quantum_processors
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4 Finalists: KEM

Classic McEliece (code)

CRYSTALS-Kyber (lattice)

NTRU (lattice)

SABER (lattice)

5 Alternates: KEM

BIKE (code)

FrodoKEM (lattice)

HQC (code)

NTRU Prime (lattice)

SIKE (isogeny)

3 Finalists: Sig

CRYSTALS-Dilithium (lattice)

Falcon (lattice)

Rainbow (MQ)

3 Alternates: Sig

GeMSS (MQ)

Picnic (ZK)

SPHINCS+ (Hash)

NIST PQC Round 3 (2020-07-22—)
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4 Finalists: KEM

Classic McEliece (code)

🏅CRYSTALS-Kyber (lattice) 

NTRU (lattice)

SABER (lattice)

5 Alternates: KEM

BIKE (code)

FrodoKEM (lattice)

HQC (code)

NTRU Prime (lattice)

💣SIKE (isogeny)

3 Finalists: Sig

🏅CRYSTALS-Dilithium (lattice)

🏅Falcon (lattice)

Rainbow (MQ)

3 Alternates: Sig

GeMSS (MQ)

Picnic (ZK)

🏅SPHINCS+ (Hash)

Announced Result (22/07/05)

💣 2022/07/30: Castryck & Decru https://ia.cr/2022/975

See https://issikebrokenyet.github.io/

https://ia.cr/2022/975
https://issikebrokenyet.github.io/
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IND/Anonymity of NIST PQC KEMs
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Indistinguishability (IND):

Indistinguishability of KEM

pk

👾
(pk,sk)←Gen(1k)

b←{0,1}

(ct*, K0*)←Encaps(pk)

K1*←U

ct*, Kb*

• Standard Security Notion

• IND-CPA: one-time use

• IND-CCA: multi-time use

• ct could leak pk

• breaks receiver’s privacyK/⊥

ct≠ct*

K←Decaps(sk,ct)

real or random?

b’
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Anonymity (ANO): Applications:

• Anonymous credential

• Auction

• Anonymous AKE, etc

Pseudorandomness implies ANO

Anonymity of KEM

pk0, pk1

👾
(pk0,sk0)←Gen(1k)

(pk1,sk1)←Gen(1k)

b←{0,1}

(ct*, K*)←Encaps(pkb)ct*, K*

K/⊥

ct≠ct*

K←Decaps(sk,ct)

pk0 or pk1?

b’
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NAME KEM PKE

IND ANO CF ANO

Classic McEliece Y ? N ?

Kyber ? ? Y ?

NTRU Y ? ? ?

Saber ? ? Y ?

FrodoKEM
(+Kyber’&Saber’)

Y Y Y Y

Show anonymity of FO⊥

Problems:

1. Hard to simul. two dec. oracles

• CME: not collision-free

• NTRU: SXY uses H(m) 

2. Need to avoid tweaks

• Kyber/Saber: ‘pre-key’ and ‘nest’ 

Review of [GMP22]: ANO in QROM

SPR=Strong Pseudorandomness, ANO=Anonymity

CF=Collision Freeness, (against CCA)

[GMP22] Grubbs, Maram, Paterson (EUROCRYPT 2022)
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NAME KEM PKE

IND ANO CF ANO

Classic McEliece Y Y N Y

Kyber ? ? Y ?

NTRU Y Y Y Y

Saber ? ? Y ?

FrodoKEM
(+Kyber’&Saber’)

Y Y Y Y

[Xag22]: ANO in QROM

[Xag22] Xagawa (EUROCRYPT 2022)

NAME KEM PKE

IND ANO CF ANO

BIKE Y Y Y Y

HQC-196 Y Y Y Y

HQC-128/256 Y N Y N

sntrupr ? ? ? ?

ntrulpr Y Y Y Y

SIKE Y Y Y Y
SPR=Strong Pseudorandomness, ANO=Anonymity

CF=Collision Freeness, (against CCA)

💡 Use pseudorandomness to show anonymity

→ no need to simulate two dec. oracles.
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NAME KEM PKE

IND ANO CF ANO

Classic McEliece Y Y N Y

Kyber Y Y Y Y

NTRU Y Y Y Y

Saber Y Y Y Y

FrodoKEM
(+Kyber’&Saber’)

Y Y Y Y

[MX22]: ANO in QROM

[MX22] Maram & Xagawa (Unpublished 2022, Informally CSS 2022 in Japanese)

NAME KEM PKE

IND ANO CF ANO

BIKE Y Y Y Y

HQC-196 Y Y Y Y

HQC-128/256 Y N Y N

sntrupr ? ? ? ?

ntrulpr Y Y Y Y

SIKE Y Y Y Y
SPR=Strong Pseudorandomness, ANO=Anonymity

CF=Collision Freeness, (against CCA)
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Example: HQC
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HQC:

• 𝑅 = 𝔽2 𝑥 /(𝑥𝑟 − 1)

• 𝑆𝑤 = {𝑎 ∈ 𝑅 ∶ 𝐻𝑊 𝑎 = 𝑤}

• KeyGen→𝑝𝑘 = (ℎ0, ℎ1)

• ℎ0 ← 𝑅

• ℎ1 = 𝑥 + ℎ0𝑦, 𝑥, 𝑦 ← 𝑆𝑤 × 𝑆𝑤 ,

• Encaps→𝑐𝑡 = (𝑢, 𝑣)

• 𝑢 = 𝑓 + ℎ0𝑡, 𝑓, 𝑡 ← 𝑆𝑤′ × 𝑆𝑤′ …

HQC (rough desc.)
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HQC:

• 𝑅 = 𝔽2 𝑥 /(𝑥𝑟 − 1)

• 𝑆𝑤 = {𝑎 ∈ 𝑅 ∶ 𝐻𝑊 𝑎 = 𝑤}

• KeyGen→𝑝𝑘 = (ℎ0, ℎ1)

• ℎ0 ← 𝑅

• ℎ1 = 𝑥 + ℎ0𝑦, 𝑥, 𝑦 ← 𝑆𝑤 × 𝑆𝑤 ,

• Encaps→𝑐𝑡 = (𝑢, 𝑣)

• 𝑢 = 𝑓 + ℎ0𝑡, 𝑓, 𝑡 ← 𝑆𝑤′ × 𝑆𝑤′ …

Parity of u = u(1):

𝑢 1 = 𝑓 1 + ℎ0 1 𝑡 1

= 𝑤′ 1 + ℎ0 1

HQC (rough desc.)

params. r w w’ 𝒖 𝟏

HQC-128 17669 66 75 𝟏 + 𝒉𝟎 𝟏

HQC-196 35851 100 114 0

HQC-256 57637 131 149 𝟏 + 𝒉𝟎 𝟏

👾
I can break 

SPR/ANO of HQC-128/256
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Example: Kyber
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Kyber’s Security

• Lattice-based KEM upon the MLWE assumption

• Using FOm
⊥

• Under MLWE and PRF, 

• Thm.1: CPAPKE is IND-CPA in ROM

• Thm.2: CCAKEM is IND-CCA in ROM

• Thm.3: CCAKEM is IND-CCA in QROM
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Thm.3

[55=HHK17] Hofheinz, Hövelmanns, Kiltz (TCC 2017)

[97=SXY18] Saito, Xagawa, Yamakawa (EUROCRYPT 2018)
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Encaps(pk): 

1. m←{0,1}n

2. c←Enc(pk, m; Gr(m))

3. k←Hk(m)

4. return c & k

Decaps(sk, c): 

1. m’←Dec(sk, c)

2. k’←Hk(m’)

3. if Enc(pk, m’; Gr(m’)) = c

4. then return k’

5. else return H’(s, c) //PRF

FOm (implicit rejection)

What Kyber says: Let F(m):=Enc(pk, m; Gr(m))

1. F(m) is pseudorandom (adaption of IND-CPA of CPAPKE) and sparse

2. [SXY18] FO in IND-CCA in QROM if F is pseudorandom and sparse
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Encaps(pk): 

1. m←{0,1}n

2. c←Enc(pk, m; Gr(m))

3. k←Hk(m)

4. K←H’(k, c)

5. return c & K

Decaps(sk, c): 

1. m’←Dec(sk, c)

2. k’←Hk(m’)

3. if Enc(pk, m’; Gr(m’)) = c

4. then return H’(k’, c)

5. else return H’(s, c)

protoSaber: tweaked FO

[GMP22] IND-CCA in QROM a la QFO in [TCC:HHK19]

💡 k=Hk(m) is length preserving → Guess m from k
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Encaps(pk): 

1. m←{0,1}n, m←H(m)

2. c←Enc(pk, m; Gr(m))

3. k←Hk(m)

4. K←H’(k, H(c))

5. return c & K

Decaps(sk, c): 

1. m’←Dec(sk, c)

2. k’←Hk(m’)

3. if Enc(pk, m’; Gr(m’)) = c

4. then return H’(k’, H(c))

5. else return H’(s, H(c))

Kyber: tweaked FO

※ Omit H(pk) / prefix(pk) from Gr and Hk
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Problem on tweaked FO

• [GMP22] pointed out the lack of IND-CCA proof in QROM

• ✅ FOm

• ✅ protoSaber: K=H’(k, c) w/ k = Hk(m)

• ??? Kyber/Saber: K=H’(k, H(c)) w/ k = Hk(m)

• K=H’(k, H(c)) is problematic!

• [Schwabe22] asking “to hash or not to hash” 

• ([MX22] “m←{0,1}n, m←H(m)” is easy to handle using OW2H)

• [Benstein22] may ok using Zhandry’s quantum indifferentiability
[Schwabe22] https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/C0D3W1KoINY

[Bersterin22] https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/8k3MhD_5stk/m/TWGKtuL4BgAJ

https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/C0D3W1KoINY
https://groups.google.com/a/list.nist.gov/g/pqc-forum/c/8k3MhD_5stk/m/TWGKtuL4BgAJ
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[MX22] FOm
⊥ → tweaked FO
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FOm
⊥

• Assume IND-CCA of FOm
⊥

Challenge: 

1. m←{0,1}n

2. c←Enc(pk, m; Gr(m))

3. k←Hk(m) or k←{0,1}n

Decaps(sk, c): 

1. m’←Dec(sk, c)

2. if Enc(pk, m’; Gr(m’)) = c

3. then k’=Hk(m’) else k’=⊥
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FOm
⊥ → tweaked FO

• Assume IND-CCA of FOm
⊥

• Easy to reduce!

Challenge: 

1. m←{0,1}n

2. c←Enc(pk, m; Gr(m))

3. k←Hk(m) or k←{0,1}n

4. 👽K=H’(k, H(c))

(=random if k is random)

Decaps(sk, c): 

1. m’←Dec(sk, c)

2. if Enc(pk, m’; Gr(m’)) = c

3. then k’=Hk(m’) else k’=⊥

4. 👽K’=H’(k’, H(c)) or H’(s, H(c))

Chall.

Decaps

👾Kyber 👽 FOm
⊥

Chall.

Decaps

c,k

k’/⊥K’

c,K

c c
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Cons of “FOm
⊥ → tweaked FO”

1. Existing proofs are non-tight [C:Zha19,AC:KKPP20,EC:DFMS22,AC:HovHulMaj22]

2. (Might) Hard to adapt to anonymity

1. There are no ANO proofs for FOm
⊥
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[MX22] FOm→tweaked FO
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tweaked FO

G c* K* Valid c Invalid c

1 Enc(pk,m; Gr(m)) k←Hk(m), K*←H’(k,H(c)) H’(k’, H(c)) H’(s, H(c))

2

3

4

5

6

7 Enc(pk,m; Gr(m)) K*←{0,1}n H’(k’, H(c)) H’(s, H(c))
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tweaked FO

G c* K* Valid c Invalid c

1 Enc(pk,m; Gr(m)) k←Hk(m), K*←H’(k,H(c)) H’(k’, H(c)) H’(s, H(c))

2 – – – H’’(H(c))

3 – – – H’(Hq(H(c)), H(c))

4 – k←{0,1}n, K*←H’(k,H(c)) – –

5 – K*←{0,1}n – H’(Hq(H(c)), H(c))

6 – – – H’’(H(c))

7 Enc(pk,m; Gr(m)) K*←{0,1}n H’(k’, H(c)) H’(s, H(c))

H’:PRF

OW2H

FOm’

H’:PRF

OW2H

H’:PRF
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FOm’

• Assume IND-CCA of FOm’ 

• shown from IND-CCA of FOm

Challenge: 

1. m←{0,1}n

2. c←Enc(pk, m; Gr(m))

3. k←Hk(m) or k←{0,1}n

Decaps(sk, c): 

1. m’←Dec(sk, c)

2. if Enc(pk, m’; Gr(m’)) = c

3. then k’←Hk(m’) else k’←Hq(H(c)) 

// instead of H’(s,c)
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FOm’ → G3 vs. G4 of tweaked FO

• Assume IND-CCA of FOm
’

• Easy to reduce!

Challenge: 

1. m←{0,1}n

2. c←Enc(pk, m; Gr(m))

3. k←Hk(m) or k←{0,1}n

4. 👽K=H’(k, H(c))

Decaps(sk, c): 

1. m’←Dec(sk, c)

2. if Enc(pk, m’; Gr(m’)) = c

3. then k’←Hk(m’) else k’←Hq(H(c)) 

4. 👽K=H’(k’, H(c))

Chall.

Decaps

👾Kyber 👽 FOm’

Chall.

Decaps

c,k

k’/⊥K’

c,K

c c
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Summary of FOm→tweaked FO

We have AdvIND-CCA[twFO] ≤ AdvIND-CCA[FOm] + negl.

Let ε: AdvIND-CPA[CPAPKE], δ: correctness, η: injectivity

(For Kyber’s η, see [DESS22] )

• [JZCWM18]+: AdvIND-CCA[FOm] ≤ O(q√ε) + O(q2δ) + negl.

• [BHHHP19]: AdvIND-CCA[FOm] ≤ O(q√ε) + O(q2δ+η+q√η) + negl.

• [KSSSS20]: AdvIND-CCA[FOm] ≤ O(q2ε) + O(q2δ+qη+q√η) + negl.

[JZC+18] Jiang, Zhang, Chen, Wang, Ma (CRYPTO 2018)

[BHHHP19] Bindel, Hamburg, Hövelmanns, Hülsing, Persichetti (TCC 2019)

[KSS+20] Kuchta, Sakzad, Stehlé, Steinfeld, Sun (EUROCRYPT 2020) 

[DESS22] Ding, Esgin, Sakzad, Steinfeld (ACISP 2022)
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Application to Anonymity
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tweaked FO

G c* K* Valid c Invalid c

1 Enc(pk,m; Gr(m)) k←Hk(m), K*←H’(k,H(c)) H’(k’, H(c)) H’(s, H(c))

2 – – – H’’(H(c))

3 – – – H’(Hq(H(c)), H(c))

4 – k←{0,1}n, K*←H’(k,H(c)) – –

5 – K*←{0,1}n – H’(Hq(H(c)), H(c))

6 – – – H’’(H(c))

7 Enc(pk,m; Gr(m)) K*←{0,1}n H’(k’, H(c)) H’(s, H(c))

H’:PRF

OW2H

FOm’

H’:PRF

OW2H

H’:PRF
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Pseudorandomness of tweaked FO

G c* K* Valid c Invalid c

1 Enc(pk,m; Gr(m)) k←Hk(m), K*←H’(k,H(c)) H’(k’, H(c)) H’(s, H(c))

2 – – – H’’(H(c))

3 – – – H’(Hq(H(c)), H(c))

4 random k←{0,1}n, K*←H’(k,H(c)) – –

5 – K*←{0,1}n – H’(Hq(H(c)), H(c))

6 – – – H’’(H(c))

7 random K*←{0,1}n H’(k’, H(c)) H’(s, H(c))

H’:PRF

OW2H

FOm’

H’:PRF

OW2H

H’:PRF

💡 For G3 vs. G4, use pseudorandomness of FOm’

[Folklore]: Pseudorandomness  ANO
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FOm
⊥→tweaked FO:

• Easy to show

• Non-tight

• Hard to adapt to ANO

FOm→tweaked FO:

• bit complex to show

• Concrete and can be tight 

[KSSSS20]

• Enjoy pseudorandomness & ANO

[GMP22,Xag22] (non-tight)

Summary of [MX22]
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Summary
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NAME KEM PKE

IND ANO CF ANO

Classic McEliece Y Y N Y

Kyber Y Y Y Y

NTRU Y Y Y Y

Saber Y Y Y Y

FrodoKEM
(+Kyber’&Saber’)

Y Y Y Y

IND/ANO in QROM

[MX22] Maram & Xagawa (Unpublished 2022)

NAME KEM PKE

IND ANO CF ANO

BIKE Y Y Y Y

HQC-196 Y Y Y Y

HQC-128/256 Y N Y N

sntrupr ? ? ? ?

ntrulpr Y Y Y Y

SIKE Y Y Y Y
SPR=Strong Pseudorandomness, ANO=Anonymity

CF=Collision Freeness, (against CCA)


